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IIpeamOyna
CumMeTpuuHblii On0unblid mUdp Twofish sBrusercs oaHo#t M3 Hambosee yaadyHbIX pa3pabOTOK
kommanuu Counterpane Systems (mbime Counterpane Internet Security, Inc.), ocHoBaHHOW u
Bo3mIaBisieMoit bprocom Illnaitepom, aBTopom Oectcemtepa «[Ipukmamnas kpunrorpadus». [upokyro
U3BECTHOCTh W momyispHocTh TWOfish mpuoOpen mocie Bbixoga B (uHaN KOHKypca Ha HOBBIN
AMEpPUKAHCKUI TPaBUTEIBbCTBEHHBIN cTaHmapT mudpoBanus B asrycre 1999 roma. B cozmanum
KPUIITOAITOpUTMA TPUHSLIH yuactue: cam bproc [naitep (Bruce Schneier), xoun Kencu (John Kelsey),
Har Yaitunar (Doug Whiting), dseux Baruep (David Wagner), Kpuc Xomn (Chris Hall) 1 Hunbc
Depriocon (Niels Ferguson).
OCHOBHbBIC KpUNITOXapakTepucTuku TWOfish TakoBsi:
e JlnuHa 6moka mmdpoBanus 128 Our.
e Jlomyctumble qnHbI Kitoueit mmdposanus 128, 192 u 256 Gur.
e [lpemycMoTpeHa BO3MOKHOCTH HWCIOJB30BaHMS KIIOUEH IIUQpPOBaHUS C UIMHAMH,
OTIIUYHBIMU OT JOMYCTUMBIX U HE MPEBOCXOASIIUMU 256 OUT.
e  OTCyTCTBHE «CIAOBIX» KITIOYEH.
B Hacrosimee Bpemst Twofish ¢ ycrmexom mpumeHsieTcss B pa3inyuHBIX MPOrPAMMHBIX HPOIYKTax
(cm. http://www.schneier.com/twofish-products.html).

Aaroput™ mudpposanus Twofish
Ha pucynke 1. mokazana Onok-cxema anropurma. Twofish ucmonb3yer 16-payHIOBYIO ceTh
Deiicrens (Feistel Network) ¢ 6uexktuBHO# (B3aMMHO 0HO3HAYHOMN) QyHKIMEH F U AOMONTHUTEIBHBIMU
«otoenmuBanusamu» (Whitenings) Ha BXxoze © BbiXoAe. EJMHCTBCHHOE OTIMYHE OT KYUCTOM»
(elcTeneBCKOM CTPYKTYphl 3aKII0YaeTCs B HAJWYMH  (DYHKIIMOHAIBHBIX OJOKOB, BBIMTOJHSFOIIMX
[IMKJINYECKHE OJHOOUTOBBIE CIBUTH BIIPABO M BJIEBO.
128-6uroBslit 610K P oTkpBITOrO TeKCTa (16 GalT P)\ ..., P15 ) Pa30MBacTCs HA YeThIpe 32-OMTOBBIX

cnoBa Py, P, P, u P, c coxpanenunem npsimoro nopsiaka Gaiitos (Little-Endian Convention):
3 1 -
Pi:zp(mj)'zsj 1=0,...,3
=0

Ha »rtane BxomHoro «orOenuBaHus» BbIMoNHsAeTCS omeparuss XOR MexIy 3THMH CIIOBaMHU U

getsippMs Kmodamu K, K, K, n K;:
R,i =P ©K, i=0,..,3

[Toce atoro cnemytor 16 payHmoB mmdpoBaHus. B kaxaoM payHIe JBa «JIEBBIX» CIIOBa
SBJISIFOTCS. BXOAHBIMH Ui (QyHKIMHA ¢ (OUTBI OMHOTO M3 BXOMHBIX CJOB CHadana I[UKIMYCCKH
CIBHTAIOTCS Ha 8 mo3uImid BieBo). K MoiydeHHBIM BBIXOIHBIM CI0BaM (QYHKIHMHA (J 3aT€M MPUMEHSICTCS
ncesaonpeodpaszopanne Amamapa (PHT - Pseudo-Hadamard Transform) u nobGasasirorcst jaBa
paynnoeeix kmoua K, . um K, ., rae r — Homep paynna mudpoBaHusa. Jlamee MexIy
MOJTU(PHUIIMPOBAHHBIMUA TaKUM O00pPa30M «JICBBIMH» CJIOBaMH W JABYMS <IpaBBIMU» cjaoBaMu (OUTHI
OJTHOTO M3 KOTOPBIX MPEXKIC HUKIMYECKA CABUTAIOTCS HA OJHY IO3WIMIO BJIEBO) BBIMOIHACTCS
onepanusi XOR, mocie 4ero muKIMYeCKoMy CIABUTY Ha 1 OWUT BIpaBO MOJBEPracTcs APYroe M3 Tenepb
y>K€ BUIOM3MEHEHHBIX IPABBIX» CIOB. «JIeBas» u «mpaBas» mapbl CJIOB 3aT€M MEHSIIOTCSI MECTaMHU IS

CIICAyromiero paysaa HII/I(i)pOBaHI/Iﬂ. Takum 06p3,30M,
(Fr,O’ Fr,l) = F(Rr,O’ Rr,l! r)

R,..o =ROR(R, , ®F, ;,1)
R,..;=ROL (R ,1)®F,,
Rr+1,2 = Rr,O
Rras =Rry
rae r =0,..., 15, a a66pesnarypamu ROR 1 ROL 006o3HaueHbl PyHKIIUN JBYX apTYMEHTOB,
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Puc. 1: Giok-cxema anropurma mudposanus Twofish



BBITIOJTHAOIINC MOOUTOBEIN III/IKJ'II/I‘IGCKI/Iﬁ CABUI TIICPBOro aprymeHTa BIIpaBO HU BJICBO
COOTBETCTBEHHO Ha YKCJIO TIO3HIIUH, paBHOE BTOPOMY apryMEHTY.

[Tocnme peanmusanuu Beex 16-Tu payHIOB MHQPPOBAaHUS MOCICAHHA OOMEH MECTaMH «JICBOW» M
«IIPaBOI» Tap CJIOB OTMEHACTCS, U MEXIY HOITy4eHHBIMU 32-OUTOBBIMHU ciioBamu U kimodamu K, , K,

K¢ 1 K, Bomonnsercs oneparus XOR (3Tan BBIXOJHOTO «OTOCIUBAHUSAY):
Ci =Ry (ia2ymods @ Kisy 1=0,...,3
[MTomyuennsie cnoBa C,, C,, C, u C, 3arem o0benunsiorca B 128-6utoBslii 610k C (16 Oaiit
Cg .-+, Cig) 3aMIM(POBAHHOTO TEKCTA!

C.
c.{&J mod 2° i=0,.. 15

i 28(imod4)

rac LXJ - [Iejas 4acTth X.

1. ®yuknus F
@Oynxuusa F mpeacraBiser coOoi GYHKIMIO TpeX apryMEHTOB: ABYX BXOJHBIX clioB R, m R, u
HOMEpa payHaa Mmu@poBaHus I, HEOOXOAWMMOIO IS BBHIOOpPA HAUICKAIIMX PAYHIOBBIX KITIOUCH.
[IpeoGpazoBanne R, ¢ynkuumeir g ngaer T,. butel R, cHavanma HMKIMYECKM COBUraroTCs BIEBO Ha 8
HO3UIMH, Jaee pe3yabTaT caBura mpeodpasyercs Gynkuueit g B T,. 3atem k T, u T,, mpomenmumm
PHT, noGaBmistoTcs ABa payHIOBBIX KITIOYA:
T, =9(R,)
T,=9(ROL (R, 8))
F, = (T, +T, +K,.s) mod 2%
F, =(T,+2T,+K,,,,) mod 2%

rne F, u F, - Beixoas! pynkuuun F .

2. ®yHKIUA (

OyHKIMA ( COCTaBIsET OCHOBY airoputMma mudpoBanus. Bxomnoe 32-6mtoBoe ciioBo X
pa3buBaeTcs Ha yeThipe Oaiita. Kaxkaplii OaiiT MPOXOAUT Yepe3 COOTBETCTBYIOMIUI S-DOX, 3aBHCSIIHIA
oT payHmoBoro kiroda. Kaxaeiii S-DOX omuceiBacTcs OMEKTHBHOWM (DyHKIMEH, mpeobpasyromiei
«BXOJIHOW» OalT B «BBIXOAHOI». UeThlpe pe3yibTUPYIOUIMX OaifiTa MHTEPIPETUPYIOTCS KaK BEKTOP
nmmEsl 4 Han nonem Tamya GF(2°), xotopslit ymMHOXaeTca ciesa Ha MDS-matpuity pasmepoB 4x4
(BBIUMCTIEHNS TaKxke Tpou3BoasaTcs Haj nonem GF(2°)). TlonyuenHsIit B X0oae mpeoOpa3oBaHMii BEKTOP
paccMaTtpuBaeTcs Kak 32-0MTOBOE CIIOBO, KOTOPOE U SIBISIETCS «BBIX00M» QyHKIUH (. UTaK,

X‘:[éJ mod 2° i=0,...,3
2I
yi:Si[Xi] i: l"'!3
ZO . oo . yo
020 mps ||
| | 1y
Z3 Y3

Z= izi .28
i=0

rae S; - yakuun S-box’oB, Z - Bexox ¢yHKIHH (.



HecKobKO CIIOB O COOTBETCTBHH MEXKy OAHTOBBIMU BEIMUMHAMH M 3neMeHTamu mons GF(2%).
Bynem paccmarpuBath GF(2°) xak GF(2)[xJ/v(X), tme V(X)=x®+X®+ x>+ x> +1 - mpuUMUTHBHBIH

7 .
noauHoM crenean 8 Haxm moinem GF(2). DmemeHt moms azzizoai'xl’ rne a € GF(2),

o . . 7 i 8
OTOXKJECTBIISICTC C OaWTOBOW BETMYMHON Zifoai -2'. Crnoxenne B moje GF(2°) skBUBaJEHTHO
onepaunu XOR Mexny nByms Oaiitamu.

MDS-maTpuiia umeeT clieyonui BU/I:
01 EF 5B 5B

5B EF EF 01
MDS =
EF 5B 01 EF

EF 01 EF 5B

Onementsl MDS-marpunbl npeAcTaBiIsIOT co0OW  OaiiTOBbIE BETMYMHBI, 3allMCaHHbIE B
HIECTHALATUPUYHON CUCTEME CUMCIICHUS.

3. 'eHepanus KiI04ei
B xome mmdpoBaHus o7HOro OJOKa OTKPBITONO TEKCTa QJITOPUTMY TCHEpAlUd KITFoUeH
HEo0Xxo1uMo c(opMHUpPOBaTh COpok 32-0MTOBBIX Kimoueil K ,..., K,y, a Takke yeTblpe 3aBUCALIMX OT
BHUIa payHI0BOro Kimroua S-boX’a, ucrmonszyembix dynkimei ¢. Twofish npuaumaer kimrouu ¢ amuHamu
N, paBabiMu 128, 192 u 256 6ut. Kimtoun ¢ imuHamMu, OTIMYHBIMU OT YKa3aHHBIX ¥ MEHbIIUMU 256 OuT,
TAK)K€ MOTYT OBITh MCIOJB30BaHBI MOCPEICTBOM JOMOJHEHHS UX HYJISIMHU JI0 CICIyoIIel OobIneii u3
YIOMSIHYTBIX OCHOBHBIX AnuH. Hampumep, 80-OutoBblil Koy My,..., My Oyzmer nomoiHeH ao 128-

OUTOBOrO KIIFOYa TaKUM obOpasom: My,..., My, m;, rae i= 10,..., 15.

[Tonoxum Kk = N / 64 (Bo3moxHbie 3HaueHus K paBHbl 2, 3 u 4). Kitou M cocrout u3 8k Oait
My,..., Mg, . DTH OAUTHI peKaE Bcero nmpeodpasyrores B 2K ciioB 1umiHON B 32 OHTa Kaxoe:

3 1 -
Mizz;‘munj)'zgl i=0,..,2k-1
j=

H, Jajiee, B 1Ba BEKTOpa JTUHBI K:
M. =(M¢, My, .My )
M, =(M,M;,... My 1)
Tperuit Bekrop mmmHbl K, S, Takxke (GopMmupyeTcs M3 KIOYa CICAYIONMM O00pa3oM: KUY
pa3duBaeTCs Ha TPYIIILI MO 8 OANT B KaXI0¥; KaXkaas U3 rpyII pacCMaTPUBAETCS KaK BEKTOP JJIMHBI 8

Haz noseM I'amya GF(2°), Ha KoTopbIii yMHOMKaeTCS CIIpaBa MaTpPUIA pa3MepoB 8x 4, momydaemas U3
RS-kona (Reed-Solomon Code). Pesysbrar ymHOXeHust (pa3MepoM B YeThipe Oaiita) paccMaTpHBaeTCsI
Kak 32-0uToBoe c0BO. M3 3THX CIIOB U COCTABIISIETCS] BEKTOD S:

M
Mg; 4
Si0 Mg; .
Sia _|: Rs :l. Mg;. 3
Si2 Mg;. 4
Si3 Mg;, 5
Mg;.6
m




roe 1 =0,..., k=1, u, HakoHel1,
S =(Sk—l""’SO)

Crnenyer oOpaTUTh BHUMaHHE Ha OOpPaTHBIN MOPSAAOK 3alIUCH CJIOB B BEKTOpPE S.
Jns  ompeneneHust omnepanMM  yMHOXKeHMs RS-maTpuiel cmpaBa Ha BeKTOp-cToilOen M

npencraum GF(2°) kak GFQ2)[xJ/ w(x), rtae @o(X) =x®+x®+x*+x*+1 - apyroif IPUMHTHBHEII
noauHoM crernenn 8 Han mosteM GF(2). CooTBeTcTBHE MEKIy OalTOBHIMU BEITHYMHAMM U DJIEMEHTAMHU

[10JIA GF(28) 3a/iaeTcs MoJ00HO TOMY, Kak 3TO OBLIO CIENaHO B MPEABIAYIIEM paszieiie B Clydae C
MDS-marpuueit. RS-matpuiia 3anucbiBaeTcst CleAyIOIIMM 00pa3oM:
01 A4 55 87 5A 58 DB 9E

| A4 56 82 F3 1E C6 68 E5
102 AL FC Cl1 47 AE 3D 19
A4 55 87 5A 58 DB 9E 03

Taxum obpazom, BekTopsl M., M 1 S cocTaBislOT OCHOBY aJIrOpUTMa FeHEpaLK KIIFOYEH.

3. 1. ®yukuus h
Ha pucynke 2. mokazana Ojok-cxema (yukiuu h. Ona mpeacraBiser co0oil QYHKIHMIO ABYX
aprymMeHToB. 32-OutoBoro cioBa X U choucka 32-OMTOBBIX CIIOB L:(LO,...,Lk_l) maHel K.

BosBpamaemoe ¢yHkiuein h 3HaueHwe mnpencTaBiseT coOod 32-OMTOBOE C0BO. Pexum paboOThI
¢ynxmmu h Brmouaer K stanos. Ha kaxaoM sTarne KakIblid u3 4eThipex 6alToB X; c10Ba X NPOXOIUT

uepe3 PUKCUPOBaHHbIH S-DOX, mocye 4ero Mexly HUM U COOTBETCTBYIOIMM Oakitom | ; cmosa L; u3

cnucka L Beimosnsercs onepanus XOR. [lanee GaiiTel CHOBa MPOXOAT Yepe3 (PUKCHPOBAHHBIH S-DOX,
a 3aTeM yMHOXaroTcs cieBa (kak Bekrop) Ha MDS-marpuity. Takum oOpaszom,

I, =|L /2 | mod 2°
X, =[x /2% | mod 2°
rnei=0,...,k=1uj=0,..., 3. lanee cneayer mocaeaoBaTeabHOCTh 3aMeH 1 oneparnuii XOR.
Yej =X j=0,..,3

Ecmu k = 4, nonyvaewm:
Y30 = ql[Y4,0] ® Is,o
Y31 = qo[y4,1] ® |3,1
Y32 = qo[y4,2] ® I3,2
Y33 = ql[y4,3] ® |3,3
[Mpu k = 3, 4 nonyuaem:
Yoo = ql[y3,0] ® I2,0
You= ql[yS,l] ® |2,1
Yoo = qo[ys,z] ® |2,2

Vo3 =0o[Ys3]1®1,5
Bo Bcex cayugasx (k = 2, 3, 4) mony4daem:
Yo = ql[%[qo[yz,o] ® I1,0] ® Io,o]

Y1=0, [qo[(h[yz,l] ® |1,1] ® I0,1]
Yy =0u[G[do[Y, 1@, ,]1D1,,]
Y3 =Qol0i[0[Y2:]1D 1 5]1@ 1, 5]

3nech (, U 0, - GUKCHPOBAaHHbIEC IEPECTAHOBKU 8-OUTOBBIX BEINYHH, KOTOPHIE MBI OIIPEIEINM
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Pucynok 2: 6nok-cxema ¢ynkiu h




no3aHee. Pe3ynbTupyroniuii BEKTOp, COCTABJICHHBIN U3 0alUTOB Y i1 j =0,..., 3, yMHOKaeTCs ciieBa

Ha MDS-matpuily TodHO Tak ke, Kak ¥ B cliydae ¢ QyHKITHEH

ZO . DY . yO
Z

Y1=]: MDS :|- Y
z, _ Rz
z, Ys

3nech Z — BbIXOX yHKIMH h.

3. 2 3aBucsiue OT BHIA PAYHJI0BOr0 Kio4a S-DOX bl
Omnpenenum tenepb S-DOX b B pyHKImu g crieayrommm odpazom: g(X)=h(X,S)

Cnenosarenbho, it J = 0,..., 3 dyHKIms S; 3aBHCSIICIO OT KI0Ya S-box’a dopmupyercs

npeobpasoBanueM X; B Y; BHYTpH QyHkuuu h, rae cnucok L ects BekTop S, popmupyembiii 3 Kiroya.

3. 3 PayHnoBble KJI04YH

PaynoBbie kimoun popmupyrorces GpyHkiueit h:

p=2"+2%4+2°42°

A =h(2ip,M,)
B, = ROL (h((2i+1)p,M,),8)
K, =(A +B;)mod 2%
K,., = ROL ((A +2B;) mod 2% 9)

Koncranta p «ay6mupyer» Gaitter: as i = 0,..., 255 32-6utoBoe CJI0BO 10 COCTOUT U3 YETHIPEX

OJIMHAKOBBIX 0aiiTOB, 3HaueHUE (IECATHMYHOE) KAXKAOro M3 KOTOPHIX paBHO I. OyHkuus h omepupyer
IBYMs CIIOBaMH Takoro tuma. st A 3HaueHus OaiiToB paBHBI 21, a BTOPEIM apryMeHToM Oepercs M, .

Jlnst B, 3HaueHus GaiiToB paBHBI 21 + 1, B KayecTBe ke BTOPOTrO apryMeHTa BeICTymaer M, mpuuem

OuThl BO3Bpam@aeMoro (GpyHkuueil N 3HaYeHMs MUKIMYECKU CIBUTAIOTCSA Ha 8 MO3MIMI BJIEBO. 3aTeM
BbIUMCIICHHbIE 3HaueHuss A u B, mpoxonsat uepes PHT, mocie yero OMTHI OAHOTO M3 IMOJYUYEHHBIX

PE3YJIbTAaTOB HUKIIMYCCKU CABUTAOTCS BJICBO Ha 9 no3unuii. B PE3yJIbTAaTC NMOJJYYAOTCA IBa PAyHIOBBIX
KJIro4a.

3. 4 IlepecTaHoBKM (, M
IlepecranoBku (, ®u (0, MPEACTaBIAIOT COOOH (UKCHPOBAHHBIC IEPECTAHOBKH 8-OUTOBBIX

BeaMurH. OHU (QOpPMUPYIOTCS M3 UEThIpeX pa3iIUyHbIX 4-OUTOBBIX MepecTaHOBOK. M3 BxoaHOro
3HAUYCHUS X BBIXOJHOE 3Ha4YeHHe Y (X, Y — OaliTOBbIC BEIMYMHBI) MTOIYYASTCs CICAYIOIIMM 00pa3oM:
a, =|x/16, b, =x mod 16

a, =a,®b,, b=a, ®ROR, (b,,1)®8a, mod 16
a, =t[a], b, =t[b]
a;=a,®b,, b,=a, ®ROR, (b,,1)® 8a, mod 16
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Pucynok 3: 6iok-cxema dynkuun F (npu mumuHe xitoya 128 6ur)



a, =t,[a;], b, =t;[b,]
y=16b, +a,
rae ¢yukuus ROR, ananmormuna ¢ynknuu ROR ¢ Toil numb pasHuiell, yTo B KauecTBe ee

IIepBOr0 apryMeHTa BhICTymnaeT 4-OMToBas Benu4yuHa. Takum oOpa3oM, cHavaja OalT pa3OuBaercs Ha
nBa moiyoOaiita (&,,b,). 3arem cienyer sTam OMEKTHBHOTrO MpeoOpa3oBaHMs, NPUBOISAIINA K JABYM

HOBBIM moiyOaiitam (a,,b,). Janee kaxnaplii n3 mony0alTOB TMPOXOTUT 4Yepe3 CBOI 4-OMTOBBIN
¢ukcupoBannblii S-box (t,,t;), mocie yero BHOBB ClIeAyIOT STarbl OMEKTUBHOTO NPeoOpa3oBaHUS U
IPOXOJKAEHHs depe3 Hamnexamue S-box’sr (t,,t,). Hakonen, nBa pesynpTupyronmx notyoaiira (a,,b,)
bopmupyroT OaiitoBoe BeIxoxHOE 3HaueHue Y. st ¢, 4-OutoBbie S-DOX’BI IMEIOT TaKOM BU:

t, =[817D6F320B59ECAA4]

tt =[ECB81235F4A6709D]

t, =[BAS5E6D90C8F32471]

t, =[D7F4126E9B3085CA]

a s (], TaKOM:

t, =[28BDF76E31940AC5]

t, =[1E2B4C376DA5F908]

t, =[4C75169A0ED82B3F]

t, =[B951C3DE647F208A]

rae Kaxapiii 4-0MToBBIN S-DOX mpeacraBisier coOoit TabnMIly 3HAYEHUH B IICCTHAAIATHPHYHON
CUCTEME CUUCIICHU.

4. O630p payHa0Boii pyHKIIUN
Ha pucynke 3. nmokaszana 61ok-cxema ¢pyHkimu F npu mnne kiroua mudposanus 128 out (K = 2).
Buenpenue S-bOX’0B M airopuTMa reHepaldyl payHIOBBIX KIIIOUYEH 3HAYMTENBHO YCIIOKHSET ee BUJ,
OJIHAKO ATO HEOOXoauMO i1 (POpMUPOBAHUS TOJHOIICHHOW KapTHHBI, OTOOpakaromend padoTy
ITOPUTMA.

3akioueHue

Heckoubko ci10B 1o moBoay kpunrocroiikocta Twofish.

Pa3paboTunky anroputMma yxe M3Ha4aJdbHO OBLIM YBEPEHBI B HEMPUCTYMHOCTH CBOETO TBOPCHHUS
JUIi KpUINITOAHAIMTUKOB. BO BpeMs 1nepBoro payHaa KOHKypca Ha HOBBIM aMEpUKaHCKHUU
MpaBUTEILCTBEHHBIN cTaHAapT mudpoBanus b. [lHaiiepoM OblT gake 0O0BABIECH KOHKYPC Ha JIYUIIIYIO
kpuntoataky npotuB Twofish ¢ mnpuszoBeiMm ¢onmom B 10 ThIcSY gomnapoB. 3amada  Obuia
JEeHUCTBUTEIFHO HEMPOCTasi: CIOKHOCTh ITOPUTMa ChITpajia CBOI poiib (M CTana, KCTaTH, OJHOW U3
npuunH, no koropoit Twofish e cran HoBbIM cTanmaprom mmdposanus CILIA).

Tem He MeHee, ompezeleHHbIE ycnexw B KpunToanamuse Twofish Bce ke ObUIM JOCTUTHYTHI.

Onun u3 u3BectHhIX MeTO0B (Impossible Differential Attack), npunamnexamuit Jlapcy Hynceny (Lars

2 128

Knudsen), nns 6-paynmnoBoro Twofish (6e3 «oTOenuBaHuii») UMEET CIIOKHOCTh s 128-0utoBoro

2 160 2 192

KJIIO4a, st 192-0uToBOro Kiroda u st 256-6utoBoro kirova. Takke ObUTa MpEAIoKeHa

ataka Ha 7-payHmoBeii Twofish (omsats ke Ge3 «oTGenuBammii») co crioxkHOCTBIO 2°° mms 256-
OUTOBOTO KJIIOYA.

C «oTGeNMBaHMAMI» HAWTydllIas aTaka «jioMana» 6-paynmossiii Twofish co croxnocTsio 22° U
TOJILKO C ITTMHOU KITF04a, paBHOM 256 OUT.

Takum 00pa3oM, 3HAUNTEIBHBIN 3amac Kpunroctoitkoctu TWOofish oueBumeH.



HcTounukm:
1. Twofish: A 128-Bit Block Cipher (http://www.schneier.com/paper-twofish-paper.pdf)
2. Impossible Differentials in Twofish (http://www.schneier.com/paper-twofish-impossible.pdf)
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